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Forcepoint ONE and Azure Information Protection

This guide shows how to configure data classification with Azure Information Protection and integrate with
Forcepoint ONE to use AIP data classification in Forcepoint ONE DLP policies.

Requirement

e Office 365 E3 license (If you have E1 license you can upgrade to E3 eval license for 30 days free)

e Azure Information Protection P1 license

Configuring AIP Classifier

e Login to: https://protection.office.com

e Click on Classification > Sensitivity lables > Create Label Add Name and Description
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e Once completed click Next

New sensitivity label

Name and create a tooltip for your label

The protection settings you choose for this label will be immediately enforced on the files, email
messages or sites to which it's applied, Labeled files will be protected wherever they go, whether
they're saved in the cloud or downlozded to & computer.
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e The next step is to configure Encryption. Leave it as None and click Next.

o For Content marking you can add a header and use it as an identifier in DLP policy.

o Click on Add a Header > Customize Header Text
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Customize header text

This text will appear as a header on labeled email messages and documents
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o Add Header Text and click Save.
Then click Auto-labeling for Office apps click Next.

(]
o Review your settings then Save Label.
o Once the label is created click Publish Labels.

e Create a word document and choose which labels you want to apply.
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Using metadata, find the value to match the DLP Policy.

[ ]
¢ Finding metadata in Macs
o File > Properties > Custom

General Summary Statistics Content

Name:

Type:

Value:

Properties: Name Value

Cancel

e Finding metadata in Windows

o File > Properties > Advanced Properties > Custom
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o You will find Name and Value information in Properties section. Highlight and copy both.

Secret Properties ? X
General Summary Statistics Contents Custom

Name: MSIP_Label_6e6e16c3-68¢ Modify
Checkedby A
Client Delete
Date completed
Department
Destination
Disposition

Type: Text v

Value: true Link to content

Properties:  Name Value Type
MSIP_Label ... fgT3 Text
MSIP_Label_... 2020-10-05T1... Text
MSIP_Label_... Privileged Text
MSIP_Label ... Secret Label ~ Text
MSIP_Label ... da56c439-a32... Text
MSIP_Label_... c07eeb60-cab... Text
MSIP_Label_... 0 Text

Create DLP Pattern
o Objects > New Object > File Metadata

Simple

Advanced

Exact Match

File Fingerprinting
File Mime

File Size

File Metadata
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e Add property and value information.

DLP PATTERNS @

General & cENERAL Match Criteria
File Metadata
Match Criteria

PhopERTY e
Tost Pattern MSIP_Label_6e6e16c3-68ee-def true

D Case Sensitive

CHOOSE FILE '

RESULT

UPLOAD

Using AIP Labeling Header to Create a DLP Object
e If you have created a label with the header text (see page 1) add it in the regular expression.

o Objects > DLP Object > Simple

DLP PATTERNS (@

Garers! £ venena Match Criteria TesT ParTeR

Include Match (7

KEYWORDS file property_custom_TaxKeyword.*Confidential
file property_custom_Sensitivity.*Confidential
Wit Characters
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About Forcepoint

Forcepoint simplifies security for global businesses and
governments. Forcepoint’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Austin, Texas, Forcepoint creates
safe, trusted environments for customers and their employees
in more than 150 countries. Engage with Forcepoint on
www.forcepoint.com, Twitter and Linkedin.
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